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1. Overview

HLK-WiFI-RS232M01 is a WLAN Module based on UART Serial from Hi-Link.

1.1. Main Function

<> Support for UART data serial, four baud rate options: 19200 / 38400 / 57600 / 115200bps.
<> Wireless data rates support the 802.11b Standard, the maximum rate is 11Mbps.
< Integrate the functions of 802.11 MAftotocol Software.
B Support for the STAppliances in the Infrastructure Network.
B Support for the OPEN/WEP modethentication.
B Support for the wep64/wepl28/ccmp/wpi dataryption transmissiomn the
shared key mode
<> Support for theautomatic networking modandmanual networking mode.
B In the automatic networking modehe module can automatically scan the
target network, and automatically connect when disconnection.
B In the manual networking modeoperation of connect and disconnect is touched off by
order, this supports a flexible control space.
< Support the network data transmission in RAW/UDP/Téciat.
<~ Support seven groups aifie basic parameters set, and can connect to seven target
networks the most.
<> Support taconfigure the parameters through user serial.
< Support to upgrade the firmware on line by the internet.
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1.2. Typical Applications

1.2.1. Wireless POS Machine

wireless
POS Nachine \H )
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In a Wireless Bus System based on the WLAN technique, carheld or handheld
POS machine in each bus equips with a WIFI module,and AP is fixed in the Bus
Terminus. When buses reach the terminus, wireless POS machine always does the
identification automatically, then connect to the AP, and Operational Data in POS
machines is uploaded to Data Center Server in Bus Terminus through AP.

1.2.2. Wireless Monitoring and Control System

v

Terminal 1

S S
AS

Terminal 2 Fa',
¥
Terminal 3 = Nonitor and control
%‘ Center Server

Terminal n

TLAR Hodule
inside

Serial devices networking TCP/IP) has been a trendy of Industrial-site

networking, but Field wiring and the following construction, transformation cost often
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become a bottleneck of serial devices networking. WLAN modules embed in these
Monitoring and Control Terminals ,which support serial ,not only can absolves the
difficulty of wiring, but also reduces the construction cost, and it especially adapts to
the devices about Industrial Environment and Factory Automation Systems, Site

Monitoring System and etc.

2. Working Principle

2.1. Block Diagram
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2.2. Parameter management

WLAN module supports configuration parameters which can be modified; these
parameters are used to control the working mode of the entire module.
Configuration parameter is divided into two types: system parameter and network
parameter.

» System Parameter
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It's the parameter setting that used to control the work mode of the module, it
include:
B Networking Mode
WLAN module supports two types mode: automatic networking and manual
networking.
B Transparent Transfer Mode
WLAN module supports transparent transfer mode at selfialsed of special
note is that when it’s in the automatic networking and uses UDP protocol in Link Layer
at the same time, this mode can just be effective.
B TCP Monitoring Mode

WLAN module supports the use of TCP listening mode when TCP protocol is used in
Link Layer, after this mode is used, the WLAN module can be used as a TCP server,

waiting for client’'s connection requests.

B Baud Rate of Serial
WLAN module supports four kinds of baud rate:192B400. 57600
115200.
B Device Physical Address
It's the MAC address of WLAN module.
» Network Parameter
It indicates the parameter that connecting to the target network needs to set, this
module supports to set seven target networks, so users can set seven groups of
network parameter.
Each group of network parameter includes:
m BSSID
The BSSID of target networKts value is the MAC address of the AP used in
target network. Each AP owns their only and not repeated MAC address, and
then this module uses BSSID to be the mark of different network.

B Channel
It indicates the channel of the target network. This module supports Channel
1~14.

® SSID

It indicates the SSID used by the target network.

B Encryption Type
It indicates the encryption type used by the target network; the encryption
types this module supports include Non-encrypted, WEP, CCMP, WPI.
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B Key
It indicates the key used by the target netwAidcording to different types
of encryption, key is not the same format.
B Data format of the Link Layer
This module supports three data formats: RAW, UDP, TCP.
B Physical Address of the Server
It indicates the MAC address of the Data Center Server (only used in RAW
format).
B |P Address of the Device
It indicates WLAN module its own IP address (only used in UDP/TCP
format) .
B |P Address of the Server
It indicates the IP address of the Data Center Server (only used in UDP/TCP
format).
B Service Port
It indicates the server port number (only used in UDP/TCP format).

2.3. Connection Model

WLAN module supports automatic and manual this two modes for users to
choose. It should be regarded that, in the 1.3 and previous versions, when the WLAN
module is set to TCP Link Layer approach, the process of networking automatically
includes the process of networking with the TCP server.

2.3.1.Automatic Networking

In automatic Networking mode, without any user intervention, WLAN module
automatically scans and connects to the network after the power-on reset.

If a situation occurred as the following, WLAN module will automatically
re-connect:

1. Connection is failed

2. Network is disconnected

3. The target network is rescanned.

4. Server disconnects the TCP connection when TCP Dataat is used.

If a situation occurred as the following, WLAN module will automatically scan
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network status
1. The AP of the target network is off.
2. WLAN module leaves the signal coverage of AP.

Power-on
»
reset

v

Its work processes as follows.

Sean network

h
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result with the set
parameters

Ha
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Wetwrork
disconhects

Metwork has
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In automatic mode, all networking process is completed by WAN module
automatically without any user intervention, to provide for users with one of the
simplest way. To success to connect the network, users only need to set at least one
group of basic parameters once at the first use. Then WLAN module will scan the
network in each power-on reset automatically, if the target network is detected,
networking will be connected automatically, and user can receive the message of
success networking after successful connection, then user can transport data normally.

If the network disconnected accidentally in the middle, the module can do automatic
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connection. In the case the AP in the network is off or WLAN module has leaved
from the signal coverage of the network, WLAN module may do automatic scan until
scanning practicable network.

This module can set at most seven target network at the same time. When more
then one target networks in the current area, WLAN module may connect

automatically to the first practicable network.

2.3.2.Manual Networking

In the manual networking mode, users need to control connection and
disconnection of WLAN module by order.

2.4. Encryption

WLAN module supports WEP, WPI, CCMP these three data encryption mode and
non-encrypted OPEN mode.
> WEP
In the encryption mode of WEP, user can set 4 groups of key, and choose one
group as tolerant sending key. the length of the key is divides into two styles:64
bit and 128 bit
B 64 bit key
Besides 24 bits stochastic data, the length of the key user needs to set is 40
bits, as 5 bytes.
B 128bit key
Besides 24 bits stochastic data, the length of the key user needs to set is 104
bits, as 13 bytes.
> WPI
In the encryption mode of WPI, user needs to set 32 bytes key, broadcast is
achieved from AP automatically. This encryption mode must use with the AP designed
by Hi-Link.
» CCMP
In the encryption mode of WPI, user needs to set 16 bytes keybroadcast is
achieved from AP automatically. This encryption mode must use with the AP designed
by Hi-Link.

10th page, 52 pages in all



UART WIFI User Manual

2.5. Data transmission

In networking status, LAN module transmits automatically the effective data that
has received between user serial (UART) and wireless network serial.

According to the user setting, the Data Link Layer of WLAN module can do the
data transmission in RAW, UDP and TCP data formats.

2.5.1.RAW format

It's the raw data format, this format no longer do the additional encapsulation to
the user data in the transmission process of Link Layer, but directly change to 802.11
network frame to transmit. In this format, WLAN module uses the MAC address of
the server as the target address of data transmission.

Data transmission model is as follow:

o |User Interface protocol | Liser [Data

«—» User Host fi———=—t——n W[ AN Module |

T [ MAC protocol | User Data Illl

2.5.2.UDP format

UDP, thatis User Data Protocol, It's Connectionless Data Transmission Protocol
in TCP/IP protocol stack. UDP protocol supports unreliable data transfer, and does
not guarantee the integrity of the data. But UDP uses little network source and
supports quick data manage, therefore it's suit for the occasions that the demand of
transmission real-time is strict, but the demand of data integrity is low-rise, such as

11th page, 52 pages in all



UART WIFI User Manual

Audio and video data transmission. In addition, using UDP format can achieve the
daa broadcast.

When Link Layer of the WLAN module uses UDP format, the information
include device IP address, server IP address and service port number must set
accurately, if server and WLAN module are not in the same subnet, subnet mask and
gateway are must be set, otherwise they wouldn’t be able to communicate (the setting
of IP address and port number must accord with the provision of TCP/IP protocol).

Data transmission model is as follow:

- | User Interface protocol | Liser Data

\’I.-rr_,_,-:\.'\- M0d1||¢ |

Il
Il
Il
S e Il
] MAC protocol IIPfUDPprutocu] | User Data I Il

— . — i
1]

|

» Transparent transfer mode
In UDP format ,WLAN module also supports transparent transfer mode. What is
transparent transfer, it indicates that WLAN module transmit “transparently” the data
received from the serial to the network. Data transfer model is as following:

~ [ompw] -
1
1

4—> User Host fee————— WLAN Module |

I

ll

: ] MAC protocol IIP.I’UDPprutus;u] | User Data | : ::

Llser [»ata ﬁ—*'—r AP
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To get in transparent transfer status must fulfill the following conditions:

1. Using Automatic Networking mode;

2. Using UDP Link Layer data format;

3. WLAN module is in successful networking status;
What must need to notice, WLAN module gets in transparent transfer status, then
cannot receive user’s order from UART serial.(before using simulation environment
to do the testing and demonstration, please turn off the WLAN module client
software, and use general-purpose serial tools, such as Hyper Terminal, serial
debugging assistant etc. to do the data transmission testing).

2.5.3.TCP format

TCP is connection-oriented Transmission Control Protocol, a virtual connection is
created between both sides of the communication.TCP supports reliable data
transmission, out-of-order, loss, damage and issues such as appear in the process of
transmission are all able to answer for comeback.

At using TCP format in Link Layer, strongly advised, user should enable ACK at
the time sending data through UART serial, namely use the sending/responding
manner to further ensure the reliability of transmission.

The data transmission model of using TCP format is as follow:

| User Interface protocol | User Data |

I
: e

T e |
1}

o | s

[ MAC protocal | IP/UDP protocol | User Data | i
- : z Il
I

» TCP Monitoring mode
When Link layer is set to TCP format, WLAN module can not only be used as the

client to connect to the TCP server set in the network parameter, but also work as
TCP server after starting monitoring mode. To set system parameter can enable or
close TCP Monitoring mode, when the data format of Link Layer isn't TCP, this

parameter can be neglected. According to the status of TCP monitoring mode, the

13th page, 52 pages in all



UART WIFI User Manual

networking process of WLAN module is different:
B Close TCP Monitoring
WLAN module has associated with AP successfully, then automatically
connects to the server contents with the network parameter setting, and returns
the message of successful networking to user side after building TCP connection
with the server, otherwise, return failed message. At the time, the process of the
module is the same with the WLAN module of 1.3 and previous versions which
do not support the TCP Monitoring mode.
B Enable TCP Monitoring
WLAN module returns the message of successful networking to user side
after connect with AP successfully, then WLAN module get in TCP Monitoring
mode, it can accept extrinsic TCP connection requests. If user wishes it works as
the client to connect to the server, you can use TCP Connection Order Control to
initiate the connection request.
This module does not support building multiple TCP connections at the same
time, if currently a TCP connection already exists, it can no longer receive or send

new connection requests.
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3. Test Environment Guide

WLAN module is as a functional unit, can only run during embedding in the
system. Therefore, we support the following simulation running environment for users
to do the module function testing.

3.1. Summary
Fun the server
Fun the client Sfbgare
softurare

PC Intetface

Testerl St
WLAN module Tester 1

All the running environment is constituted with the following devices:
» Testerl

It uses to run the client software of WLAN module, and communicates with
WLAN module through the computer serial, the function achieved includes:

1. Send control order to WLAN module

2. Receive and analyze the message send by the WLAN modul

3. Set/demand the configuration parameters of WLAN module;

4. Cooperate with server software to run data transmission testing
» WLAN module

It's composed by the STAU network card supports UART serial running this

software, the function achieved includes:

1. Wireless networking functian

2. Data transmission between serial and wireless network
> AP

It's used to build a wireless network.
» Tester 2

It's used to run the server software of WLAN module, this computer must have
network connection, the function achieved includes:

1. Do the data transmission testing with client software
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2. Be the upgrading online server of WLAN module firmware.

3.2. Client Software

Serial Configure Output

comt @ CndfMsg | Serial data |

TS [Cmd] Scan network - S
30 ?{:i‘f;“ [Info] Woddle reset Hard VER'1.51 rel, produced at 08:38:32 hpr 30 2004)

1 Stopbit i Elogca | [Cmd] Scan network:-:“" b

[/ ACE !'?l [Cmd] Scan network o .

[Cmd] Scan network. i

Control it sconnectad 0
) [Cmd] Scan network. s ‘
f 3 N Tod |

! = L = ) [Cmd] Scan network. .. ‘
r e 1 scotmacts

[etcars J | e l [_Cmd] Scan network. s L

B iiies | Modits Geas -

| BResat | | Farameters |
Transmition Input

| repeat per 100 | m=

Stop | | Send TET
Sel Fils Send File
Clear

Status

Esz info: TH (bytes): O

Hot commect R (bytes): O

The client software connects to WLAN module through the computer serial, and
achieves the following functions:
» Serial Configure

The choose of serial baud rate, includes 19288400, 57600. 115200.
» Sending control order

Send control order to WLAN module by clicking the buttons, the order supports
include scanning network, join network, leave network, parameter configuration,
reset.
» Receiving control message

Analyzing the control message received, and displaying the result in the export
window.
» Parameters configuration

Analyzing and modifying the system parameters and the 7 groups of network
parameters of WLAN module.
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In the status of networking, sending and receiving data including text data and
doaument through wireless network with server software.
» Serial Data Detection
Be able to snatch at the data frames of serial communication, and can get the data
frames of serial communication, be convenient for users to use UART serial protocol
to do the secondary development.

3.3. Server Software

Server Feceiwe window
TCE EX (bytes]: O Clear
Port
EO00
Start
Stap
Status Transmit window
Remote IF T¥ (bytes]: O Zel File Send File Send TAT
not conncet |
Eemote Fort
not connect

Server software runs on the computer with the network connection function.
When the computer and WLAN module connect to the network built by the same AP,
then it can do the data transmission testing with the client software.

» UDP Testing

Build a UDP server, set the Link Layer data format of WLAN module as UDP,
then you can do the data communication with it, including sending and receiving text,
receiving document. In this mode, the server does not support the function of sending
document.
» TCP Testing

Build a TCP server, set the Link Layer data format of WLAN module as TCP,

then you can do the data communication with it, including sending and receiving text
17th page, 52 pages in all



UART WIFI User Manual

and document.
» Upgrade Online

Work as the online upgrade server, achieved remote firmware upgrade
functionality of WLAN module.

3.4. Parameter management

3.4.1.Parameter query/edit

Client software can be used to manage the parameter of WLAN module, the

following is to modify the encryption method of network parameters as an example to

illuminate the method of modifying parameter:

Wirelezs Hetwork
Param Group Groupl -
Frivacy Type OFEN -
4 - —_—
oreR | wER | #PE | cowp |
| BSSID 03-10-T4-2a-BT-4a
| 851D transfer?
| Data Txpe \TCE -
Ho Lew
| Local IF 192,165, 1. 203
Mask 255.255.255.0 -
| Gateway 192.168.1.1
Server TP 192 185.1. 100
Server Fort -I::'\I.:Il:ll:ll
Serwver MAC 00-15-58-e0-Td-b3
Swztem - —y
[
sutolonnectAl |\OFF - | | TCF Serwver Mode OFF = ‘ B i
Serial Baudrate 1.1.5200 - Transparent Mode DFF -
[ Local WAC 001 e-s3-d&-de-bb ‘ Exit
1
York Hode HORMAL

1. Click the “parameter configuration” button(please det the parameter during

transmission)
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2. Choose parameter index
3. Select the choose box of encryption setting, and indigé encryption types.
4. Click the “parameter setting” button.

5. Moadification is finished.

3.4.2.Parameter Explanation

Network parameter includes the parameter needed by connecting to AP and server,
this module supports 7 groups of network parameter setting, the meaning of each
parameter is that:

» Parameter Index

The index number of the group of network parameter.
» Channel. SSID. Encryption style. Key

These are all the configuration parameters; please refer to the setting of AP.
> BSSID

It indicates the MAC address of the target AP.

» The data format of Link Layer

It indicates the data format used by the transmission between WLAN module and
server, the setting here must be the same with the setting of the server which connects
to.(Note: the server software in this testing system can only support UDP and TCP
these two data formats)

» Device ‘s IP address

It indicates the IP address of WLAN module, and it’s arbitrarily designated by
users, but it must be sure that the setting IP address is the legitimate IP address of the
target AP and doesn’t be used.

What specially needs to explain, the address have nothing to do with the network

card’s IP address of the tester 1,which computer the client software run on.
» Subnet Mask
It indicates the subnet mask of the network WLAN module exists in.

» Gateway IP Address
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It indicates the gateway IP address of the network WLAN module exists in.
» Server IP Address

It indicates the IP address of the network card of tester 2.
» Service Port

It indicates the monitor port of server, its setting must be the same with the server.

System parameter embodies one group, and it's used to control the work mode of
WLAN module, the mode includes:
» Networking mode
It indicates that users can choose auto and manual the two types in the parameters
of networking mode.
» Transparent Transfer Mode
It indicates transfer format of serial data, and it's able to be chose enable or close.
What is needed to notice, transparent transfer function can only be effective when
networking mode is automatic and data format of server is UDP. Except this instance,
this parameter can be ignored.
» Serial baud Rate
It indicates communication speed of serial, its configuration is the serial transfer
speed of the hardware of WLAN module, the serial speed setting of the client
software can refer to the serial setting column of the main window of the software.
The speed between both sides must be the same, otherwise the communication

between the client software and module can’t go along.

3.5. Automatic networking

In automatic mode, all process of networking is finished automatically by WLAN
module without user’s control, so that supports a most ordinary method. User only
needs to set at least one group of network parameter once, then WLAN module will
scan network automatically after power-on reset, if module has scanned the target

network, then connects automatically, and sends the message of connection has
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successes after successful connection, that is as follow.

Serial Configure Output
[com: CmdfMsz | Serial data

115200 md] Join to defanmlt. . .

. < [Info] Join successfully

8 FByteSize [Infa] Leawe E==
Ho Farity ——— =
1 Stophit | Close |

V| ACE I Clear |
Control
| Scan E Join ;
| Leava i | ICE |
| Reset l | Parameters |
Transmition Input

| repest per (100 ms

Step Send TXT
Sel File Send File
Clear

Status

Bzz info: TX (bytes): O
Hot connect BX (bytes): 0O

3.6. Manual networking

Manual networking mode supports a more flexible use method for user. user can
control the module to scan, network, transport data and etc. with order.

User can send all kinds of orders to WLAN module during using the client

software, the orders are as follow:

> Connect to the network
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Serial Configure Oatput

[com CndfMsz | Serial data |
¥ g
1115200 | Cmd] Join to bsz "1°. .
) [Info] Join suecessfull
§ ByteSize x"‘———\_—_—d——y’/
Ho Parity ———
1 Stophit [lose |
[V/] ACE Clear |

Contral 7
l Sean I{LJoinJ
| Locei | | TCE | Fleaze select which group of paramters is to be used
! ‘0° is default
| Rezet | | Faramaters | @ 2 s
Tranzmition 0K J | Eancel
repeat par IUU :ms
| stop || Senami |
| Sel File || Send File |
| Clear |
Status
Bs=z infa: TH (bytes): 0
Ssid=aq3_lin, Chanmel=3, Bss1d=05-10-T4-2a-HBT-4a R (bytes): 0

1. Click the “Join” button;
2. Please choose the group network parameter what's needed, then click “OK”;
3. Connect successfully

> Disconnect the network
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Serial Configure

coml
115200

S Bytelize

Ho Farity ———————————
1 Stepbit Close |
WiAE [ Clew |
Control

I Scan | | Join |

{_Leaved::}[ TEP |

I Reszet :\'_\ Farameters |

Cutput

Cmd/Mzg | Serial data |

[Cmd] Join te bss "1° ...
[Infe] Join successfully
[Info] Leave Bss

[Cmd] Leawe bss...

[Infa] Leawve Es=

[Cmd] Leawve bss. ..

[Info] Leave E=s=

[Cmd] Join to default. ..
[Info] Leawe Bss

[Cmd] Join to default. ..
[Info] Join zuccessfully

cave bss. ..
[Info] Leave Bss > 2

Transmition
I repeat per IUD ms
Stop | Se.m‘jl T.}{T
Sel File || Semd File
Clear

Status

B=sz infa:

Hot conmect

Input

TX (bytes):
RY (bytes):

1. Click “Leave” button;
2. Disconnect successfully;

> Scan the network
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Serial Configure

Output

[con: Cnd/Msz | Serial data |
| 115200 [Cmd] Scan network .. ——————— -~
[Infa] B -ﬁ-\‘\ i
5 ByteSize S5
Ho Parity ———— ID%~ Channel BSSID 551D
L Stopbit |  Clese 1 00-0a-T9-cl-26-T0  OOOATOCIEAS1 i3
_ ———— 21 DF—0a-00-00-00-30  hedwmm
[V] ACK | Clear 3 1 00-24-01-38-91-a3  dlink
4 1 OF—0a-00-00-00-0F  HED_AFOwhz ‘
53 08-10-T4-2a-B7-%a  ag3 lin
Contral 1
S B2 0Z-1e-e3-96-1a-10 mm P
I 3 | | Toi | T 5 O0-23-cd-51-al-4¢ agd_ limome
SRR | Rl 5 B 00-1a-T0-35-b3-30  linksys_zhmhl
= ] T g 00-1a-TO-35-k3-31  linksys_zhmh2
eave | 10 D0-1b-2£-56-df-Se 33
11 :g\\\n -01-02-03-10-10 wapi_ﬁr/ o
| Resat | | FParameters ] LT 22 b o1 2
Transmitioen Input
| repeat per |100 | ms
Stop Send THT
Ssl-File: || Send File
Clear
Status
B==z info: TH (bytes): 0
Hot conmect X (bytes): 0

1. click “Scan” button;

2. return the scan result;

3.7. TCP Monitor Mode Test
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Wireless Network

Faram Group Groupl - R
i || Friwvacy Type OFEH -
Channel 13 -* —
- . oeey | wEE | #EI | EouR |
ESSID |08-10-T4-2a-ET-4a
| | 351D agd_lin

== Data Type _|TCF_¥o=

Ho keyw
Local IF 192188, 1. 203
| Mask 295, 255.255.0 -
Gateway 192 1858.1.1
[7] Server IP 192, 168. 1. 100|
== Server lort B —— =
Server MAC 00-15-58-=0-Td-b3
System
|| AutoConnectAl DFF - | | mﬂjﬁ ‘ By ‘
| Serial Baundrate 115200 | Transparent Mode OFF =
Local EAC Ofi-1e~ed=df-de-bb \ Exit 1
Tork Hode | HOEMAL

2. WLAN module gets in monitor status after successful networking;

3. Use the Internet Explorer program in tester 2,and connect to WLAN module as
drawing methodfill in IP address and port according to actual setting value;

4. WLAN module receives the request and connects to IE with TCP, the client
software will show the message of successful TCP connection and HTTP request
data sent by IE from this connection;

5. Input random character string in the input window of the client software, click”
text sending”, then click the “TCP connection” button and choose “disconnect” to
disconnect the TCP connection, show as the following drawing;

6. User can see the content of the text input in the client software in IE window;
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3.8. Text Transfer Test

WLAN module connects successfully, and then uses the client and server

software at the same time to do the text transfer test as the following drawing.

Serial Configure Output
conl CmdfMsz | Serial data
115200 [Cmd] Leawe bss: ..
[Info] Leave Bss
8 ByteSize [Text]
Ho Farity ————————— Hallol
1 Stopbit I Clese | [Cmd] Join to default...
—— [Info] Leawe B==
J HCE | Clear | [Cmd] Leawe hss. ..
[Info] Leave Bss
Gantesl [Cmd] Join to bss "1°...
AR [Info] Join successfully
f Yo = | Tt
| Scan | | Joirn | 2
i Leave | | TCE |
| Rezet | | Faramaters |
Transmition Input
| repeat per [100 s [n a Wireless Bus System based on the WLAW technie, carheld or handheld FOS

e ; machine in each bus equips with a WLAN module based on UART serial, and &F is fixed
| Stop I':‘T_FSend T}{Tj) in the Bus Terminus. When bus reachs in the terminus, wireless P03 machine always
2 : doesz the indentification automatiely, then conmects to the AF, and Operationszl Data

I 2.1 File | | Send File | lin POS mechines is uploaded to Data Center Serwer in Bus Terminus through AF.
| Clear |
Status
E=z=z info: TX (bytes): O
Sezid=aq3_lin, Channel=3, B==id=08-10-T4-2a2-AT-4a EX (bytesz): B
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[ YLARNTEST-Server¥l. 32EN

Server Receiwe window
Fort [Text]
BO00 or handheld
ial, and
B et AF iz fixed in the Bus Termimms. ¥hen bus reachs in the terminmus, wireless
FOS machine always does the indentification automaticly, then connec ta

AF, and Operational Data i1n FOS mechines 15 uploaded ta Data
Serwver = Termimms through AF.

Status Tran=mit window

Remote TP TX (bytes): O Sel File | | Send File || Semd THT [

192 16G. 1. 203 Hellol

Femote Fort

10064

3.9. Document Transfer Test

The client and server software also support the document transfer between each
other, showed in the following drawing is the process that the client sends
document to the server.
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Serial Configure

COML
115200
8 Byxtelize
Fa Parity
1 Stopbit

[V Acx

Control

Outpuat

Cnd/M=g | Seriel data

1 ing. . -
] [File] Send completely, total 805162 bytes

! Scan

| Leave

|

| Eeset

| | Farameters |

Transmition

| | repeat per 100

Input

Ims  E:fbeijingfaTTa. txt

| stop || Semd i |

| Sel File Send File |7

|_ Clear

Status

Bss infa: TH (bytes): 813400
Ssid=agqd lin, Chammel=3, Bss1d=08-10-T4-Z2a-ET-4a R (bytes): O

YLANNTEST Server¥1l. 32EN

Serwver

ICE

;]
I o
= =
Dn‘"

Start

Stop

Status
Kemote IF
192, 1685, 1. 203
Eemaote Fort

10036

Raceive window

R¥ (bytes]: 813400

CATTY. txt

Size: S051BZ bytes
Time: 2 minutes 41 seconds
Rate: 4997 bytefs

ile] Receive completel

Tranzmit window

TE (bytas): 0 Sel File ] [ Send Fila ] [ Sand TET

What needs to regard, when WLAN module uses UDP data format, it only
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supports that document is sent by the client to the server, and UDP is uncertainty,
doaument transfer may be disconnected by network matter. to ensure the transmission
reliably, please use TCP format.

3.10. The Answers of Familiar Questions

Questions Why the “[Notice] Module disconnected message appeared at the
time the client sends the control order?

Inspect that the serial setting of the client software is accurate or not;

Inspect that WLAN module is power-on or not;

Inspect that WLAN module is in transparent transmission mode;

Questions: Why the module may return failed connection?

The reason of failed connection is manifold possibility,

First, the target network can't be used

a. Inspect that the power of AP is on and the configuration is accurate or not;

b. Scan network manually, be sure the target network can be scaned;

c. Inspect that the wireless mode of AP is be set to B or B/G mixed mode or not;

Second, parameter configuration about AP in network parameter is not accurate
a. Inspect the configuration of WLAN module ,ensure channel, BSSID,SSID and
encryption setting is the same as the setting of AP;

Third, if Link Layer data format is TCP, the incorrectness of parameter configuration
about service in network parameter also cause failed connection a. Inspect that MAC
address of server, IP address of device, IP address of server and service port setting is
accurate and legitimate or not, there into, MAC address of server indicates the
physical address of the network card in the computer which the server software runs
in. IP address of server indicates the IP address of the computer which the server
software runs in. Service port indicates the service port set in server software. IP
address of device indicates the IP address set for WLAN module, it must be in a
network sect with the IP of server.

Question: Why is my secret key always being incorrect?

The express method the client software of this system used may be different from
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your AP and need to do the format conversion, the following is a example used 64bits
WEP key to express the conversion method:
The key of AP uses hexadecimal format:

In case the key of AP is 10 hexadecimal numbers: 1234567890

The after conversion express as 5 hexadecimal numbers: 0x12, 0x34, 0x56, 0x78,
0x90
The key of AP uses ASCII format

In case the key of AP is 5 ASCII bytesbcde

The after conversion express as 5 hexadecimal numBréd, 0x62, 0x63, 0x64,
0x65

(Please refer to the normal ACSII character set about the express of ASCII byte’s

hexadecimal, common christcross-row and number can use the following method to
count:

The hexadecimal number of character ‘A’ is 0x41, the character ‘B’ is 0x42,and
reckon as this;

The hexadecimal number of character ‘a’ is 0x61, the character ‘b’ is 0x62,and
reckon as this;

The hexadecimal number of character ‘0’ is 0x30, the character ‘1’ is 0x31, and
reckon as this;
)

Question: why is that thing at using TCP format, failed connection or rapid
disconnection after successful connection always appear?

TCP connection is a imaginary connection, if the network connection disconnects
abnormally(such as power-off and manual reset),then the connection between WLAN
module and the server can’t back out normally, and this causes reconnected to the
server failed, the method of resolving the question is as follow:

a. restart the server software;

b. set different service port;

Question: why can not the server receive any data?

a. Inspect that encryption type and key setting in network parameters accord with the
setting of AP or not;

b. Inspect that IP address of device, IP address of server and service port in network
parameters set accurately or not;
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c. Inspect that the firewall of the computer which the server software runs on turns off
or not;

Question: what relation ship between the network card IP address of the
computer which the client software runs in and IP address of device in
configuration parameters of WLAN module?
WLAN module has the function of network connection itself, and doesn’t use the
network connection of Windows system in the computer the client software runs in, so
IP address of the network card has nothing to do with WLAN module.

In the demo system, the both sides of the communication is:

IP of the WLAN module device

IP of the network card in the server computer

Question: why does the server software show the non-connection status after my
client has returned successful connection, when UDP format is used?

UDP protocol is connection-oriented connectionless, the server software can only get
the address message of data sender after it has received the data in monibtwrsport,
the client must send a little data to the server as communication source beginner at
first.

This problem will exist when TCP format is used.

Question: why is the network delay at using WLAN module be bigger than the
normal instance.?

Inspect that the wireless network mode of AP is B or B/G mixed mode or not.
Question: how does the transparent transmission mode be dropped out?

Turn off the power of ARafresh turn on the WLAN module, use the client software to
modify the configuration parameters and then it's complete.
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4. Serial Protocol

4.1. Summarize

UART

13kt terminal LA module

A

o

/ itterface data

A 4 control data

I nterface Data:

The format and transfer mechanism of the data transports between user terminal
and WALN module through UART serial, is prescribed by the corresponding serial
protocol.

Serial data may include control data and user data this two different types.

Control Data:

The control order definition and mechanism of control message transfer between
user terminal and WALN module, is prescribed by the User Serial Control protocol.
User Data

It indicates user’s private data; its protocol is defined by user.
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4.2. UART serial protocol

4.2.1.Data Format

1 1 2 1 [
byte  hyte hyte hyte LEMGTH hyte

- = —~ o ™

I S¥YN | CTL LENGTH | CHK DATA CRC PADDING

SYN:
Synchronized Field, it indicates the start of a data frame, the fixed value is
‘OXAA.
CTL:
Control Field, its meaning is as follow,

Bit? Binb-4 Bit3-0
f_L‘I e L
s A'e ]
A TYPE 5N

TYPE: Frame type,
000b, it indicates the control data
001b, it indicates the common data
010b,it indicates the ACK acknowledgement to the previous frame, LENGTH
field must be 0. Others are reserved. This bit in data frame must be set as ‘1’, it
indicates the data frame includes CRC and the receiver needs to return ACK
acknowledgement; it has nothing in ACK frame. SN is the short of sequence
number, the range of its value is 0~15,in data frame, if it is the retry of the previous
frame, then sequence number retain invariable, or the sequence number rise 1 every
time; In ACK acknowledgement frame, SN is equal to the sequence number of the
previous frame received.
LENGTH :
LENGTH field, it indicates the length of DATA field, the most length is 1400
bytes.
CHK :
Frame Head Verification field, its count is 8 bits Circle Redundancy Check sum
of CTL and LENGTH this two fields.
DATA:
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Actual transfer data, if ‘A’ is set ‘1’, the last byte of DATA is 8 bits Circle
Redundancy Check sum of the previous (LENGTH-1) data.
PADDING :

Fill field of frame end, its value is 6 continuous ‘0x00’.

4.2.2. Transfer Mechanism

According the types of the frames, two different transfer modes are used.
» Send/response Mode

The data frame which A is set ‘1’ uses this transfer mode. The sender needs to
wait for the response from the receiver after the sender has sent a frame of data, then
it starts to send the next frame, it is as follow.

sender receiver

! |
DATA{A=D, SK=n) Inspection is
cottect

—

DATA[A=D, SN=n+1}

» Continuous sending mode

It is the sending mode of the data frame which A is set ‘0’.The sender can
continuously send the next data after it has sent a frame of data, and doesn’t need to
wait for the acknowledgement of receiver.
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genider teceiver

DATA{A=D, SK=n)

DATA(A=O, SN=n+1}

4.2.3.Serial Configuration

In this project, the following is the configuration of the UART serial.
Data rate 19200/38400/57600/115200bps

Data bit 8bits

Parity bit none

Stop bit 1bits

flow : none

4.3. User Serial Control Protocol

4.3.1.Data Format

This protocol is used to define the format of the control data transported through
UART user serial. Control data includes the two following types, COMMAND and
MESSAGE.

COMMAND: the receiver must enforce corresponding operation according to the
content of the command, in this system; command can only be emitted by the
mainframe.

MESSAGE: it indicates the message that the sender needs to send to the receiver,

and need not the response of the receiver.

The definition of data format is as follow.
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byte alterable length
r_i_\l o
~ ™~
_____________________ -
FLG PARAMETERS |
o SRp—
I T -
I -
I ——
I S
TYPE SUBTYPE
\ A -
W W
Bit7-6 Bit5~(

TYPE:
00: Order, mainframe to WLAN module
01: Message, WLAN module to mainframe
10: Reserved
11: Reserved

SUBTYPE
000000k Scanning
000001k Connect to the network
000010k Disconnect to the network
00001b: Set parameters
000100k Inquire the parameters
000101k Resetinitialization
000110k TCP connection
000111k TCP failed sending
Others Reserved

PARAMETERS
They are defined according to the difference of TYPE and SUBTYPE.

4.3.2.0rder of Starting to Scan Network

I 2

bwie byte

FLG | PORTMASK |
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FLG: 0x00

PORTMASK: channel mask, the first byte represents 1~8 chantiesgin BitO
represents Channel 1,Bitl represents Channel 2,and others calculate as this in turn.
The low 6 bits represent 9~14 channels.

4.3.3.Message of Scanning Network Result

1
byte alterable length
r_.l_1I e
~ =,
FLG BS5_1 BSS n
/ T~
! -
i ™
! e
! e
! ™
r -
IDX | CH B3sID LEN SSID
H_)‘H,_J\ﬁ_.ﬂ;‘_}\_ " "
1 | f | LEH
byte  hyie bvte byte

FLG: 0x40
IDX: In the firmware of which the version is less than or equal to 1.51, it
indicates network number, and used to return the index number of result of scanning
network, the number begins from 1,each network number rises 1.
Beginning from the Version 1.53 firmware, this parameter is indicated to
intension of signal, and used to return the intension of signal of the target network,
the range of its value is 0~255, ‘0’ indicates the best intension, ‘255’ indicates the

lest intension.

CH: Channel number
BSSID: BSSID of network
LEN: The length of SSID
SSID: SSID of network
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4.3.4.0rder of Starting to Connect to Network

byte byt
FLG | 1IDX |

FLG: 0x01

IDX: 0, and indicates tolerant configuration network
1~7, indicate which group of network configuration parameters is used
others no defined

4.3.5.Message of Network Connected

byte  byte alterable length
— A
—
FLG | RES | CH BSSID LEN 551D
e e S e J
T
I. f‘- l
bryte byte byte LEN

FLG: 0x41
RES O, indicates connection is successful
Others connection is failed, and the latter fields after RES are insignificant
CH: Channel number
BSSID: BSSID of network
LEN: The length of SSID
SSID: SSID of network
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4.3.6.0rder of Starting to Disconnect Network

I 1
byte byt

~—

FLG | RES |

FLG: 0x02
RES 0, disconnects normally
Others disconnect singularly

4.3.7.Message of Network Disconnected

l 1
byte  hyte

~—

FLG | RES |

FLG: 0x42
RES 0, disconnects normally
Others disconnect singularly

4.3.8.Sdting Parameter Order

I |

Alterahle len
byte  bwie gth
(_L‘. r_j'ﬁ N
—
FL( PB PARA 1 PARA n
=TT T T T
/ oy
! - £
f It
) ™ -
! ~.
"I S,
£z T,
M LEM INF(
LY_H_JM_ -
—
! ' LEN

byte  byie
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FLG: 0x03

PB: Group number of network parameter, the range of value is Oxb1~0xb7,they
express1~7 group of parameters. Parameter PB is choice field, this field can be not
included if it's only setting system parameters.

M: Parameter ID its definition is as following table.

Para ID Parameter Meaning
0x00 Reserved

0x01 BSSID

0x02 Channel

0x03 SSID

0x04 Encryption Type

0x05 Secret Key

0x06 Data format of Link Layer
0x07 Service Port

0x08 IP address of device
0x09 IP address of server
0x0a MAC address of server
0x0b Subnet Mask

0x0c IP address of gateway
oxod Reserved

0xa0

Oxal * Serial type

Oxa2 Serial paud rate

Oxa3 * B/G mode

Oxa4 * Tiptop speed

Oxab * Send power

Oxa6 * MAC address of device
Oxa7 Networking mode
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Oxa8 * the degree of automatic connection after frailness
0xa9 Transparent transmission mode
Oxaa TCP monitor mode

Reserved

(* the parameters set by the manufacturer can only be read by user)

LEN: Length of INFO field
INFO: Parameter content

4.3.9.Message of Setting Parameter Result

byte  hyte
FLG REE-§|

FLG: 0x43
RES 0, successes
others failed

4.3.10.Inquiring Parameter Order

I |

byte  byte &lterable length

——=—— N
I ™

FLG | PB | M_I M n

FLG: 0x04

PB: Group number of network parameter and its definition is same as setting
parameter order.

M: Parameter ID, and its definition is same as setting parameter order
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4.3.11.Message of Inquiring Result

I |

Alterahle len
byte  bwie gth
(_L‘. r_j'ﬁ N
—
FL( PB PARA 1 PARA n
=TT T T T
/ oy
! - £
' ™
i e -
!; S
! -~ -
I LEN INFC
LY_H_JM,_ -
—
' ' LEN

byte byt

FLG: 0Ox44

PB: Group number of network parameter

M: parameter ID and its definition is same as setting parameter
LEN: Length of INFO field

INFO: Parameter content

4.3.12.Reset Order

byte  hyte
FLG REE-§|

FLG: 0x05
RES No defined
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4.3.13.Message of Finished Initialization

' ! 1 Alterable length
byte  byte  byte

FLG | TYP ¥ INFO I

FLG: 0x45

TYP: reset type,6-hardware reset;xsoftware reset, othersno defined.
V: Version expression, and mixed value 0x76

INFO: Character strings of firmware version message

4.3.14.TCP Connection order

byte byt
FLG REE-;|

FLG: 0x06

RES:
0 — connection is built
1 — disconnected
Other — reserved

4.3.15.Message of TCP connection Status

byte  hyte
FLG REE-§|

FLG: 0x46
RES:
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— connection has successes

— connection has been disconnected
connection is busy

— not join the network

N )
I

— orders don't support
others — reserved

4.3.16.Message of TCP Failed Sending

byte byt
FLG REE-;|

FLG: 0x47
RES No defined

4.4. Configuration parameters

WLAN module can support for user configuration parameters, their definition is
as follow:

4.4.1.System parameters

» Baud rate
Its length is 1 byte, and indicates the baud rate setting chose of UART serial,
0 — 19200 1—38400 2—57600 3—115200

» Auto Connect
Its length is 1 byte, and indicates the network mode of WLAN modute, O
manual 1—automatic.

» Transparent
Its length is 1 byte, and indicates the choose of transparent transfer moede, 0O
close,I-enable (this mode is only effective in automatic networking and UDP
data formai .

» Tcp Server Mode
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Its length is 1 byte, and indicates the choose of TCP monitor moeddogfe,1—
enable(this mode is only effective in TCP data format).

4.4.2 Network parameters

This module supports most 7 groups of network parameters, so the network
parameters configuration has 7 group of network parameters, and index number is
1~7.Each group of parameters includes:

> BSSID
Its length is 6 bytes, and indicates BSSID of the target network, its value is the
MAC address of the AP used by the target network.

» Channel
Its length is 1 byte, and indicates the channel of the target network, its effective
range is 1~14.

» SSID
Its length is alterable, but the most length is 32 bytes, and indicates SSID of the
target network.

» PrivacyType
Its length is 1 byte, and indicates the encryption type of WLAN module, its
definition is as follow.

fH =94
0 No Encrypted
1 WEP
2 WPI
3 CCMP
Reserved

> PrivacyKey
Its length is 54 bytes; it indicates the privacy key the target network used,
according to the difference of encryption types, the definitions of privacy key
framework are as follow:
m WEP
typedef struct KEY_WEP{
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INT8U KeyLength;
INT8U Keylndex;
INT8U Groups[4][13];

IKEY_WEP;

m WPI

typedef struct KEY_WPK
INT8U Unicast[32];
INT8U pad[22];

IKEY_WPI;

B CCMP
typedef struct KEY_CCMP{
INT8U Unicast[16];
INT8U pad[38];
IKEY_CCMP;

» Datatype

Its length is 1 byte, it indicates the data format of Link Layer, its effective value

are,0—RAW,1—UDP,2 — TCP.
» Port

Its length is 2 bytes, it indicates service port, the order of its bytes uses BigEndian,
namely the port number 6000 indicates Ox10k70.
» StalpAddr

Its length is 4 bytes, and indicates the IP address of WLAN module itself, the
order of its bytes uses BigEndian, namely the address 192.168.1.1 indicates 0xCO
O0xA8, 0x01, OxO1.
» SubnetMask

Its length is 1 byte, it indicates the subnet mask of the network which WLAN
module is in, its effective value is,

0 — no setting

1 — subnet mask 255.255.255.0

2 — subnet mask 255.255.0.0

3 — subnet mask 255.0.0.0

others — reserved
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» SubnetGate

Its length is 4 bytes,it indicates subnet gate IP address of the network which
WLAN module is in,and its format is as above.It needs to note that ,according to the
SubnetMask value, the value ofSubnetMask chooses different sffective
field,others are ignored.such as

SubnetMask=1,

SubnetGate[0F=192

SubnetGate[1=168

SubnetGate[2]=1

SubnetGate[3F1

Then , onlySubnetGate[3]is effective, others are ignored.

» SerlpAddr
Its length is 4 bytes, it indicates the IP address of data center server, the format is
as above.

» SerMacAddr
Its length is 6 bytes, and it indicates the MAC address of data center server(only
be used at RAW format).

4.5. Programme Guide

4.5.1.The Example of Network Control

» Example 1
Request is to scan the network which the channel iI5.16. 11
Create the following order according to the parameters (the part of blue).

aa 54 00 04 13 [miel

ERRNEEY 55 OO0 00 00 00 00 oo

Return the message of result,
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40 01 o0 1d
00 1d O
(n]n] G a7
1n) 3 4 3 Z o7
(e
gl
oo

31 3
45

£t
61
oA
oo

Ok
oo
5 df
o7

5 04

=
(n)]

n

W

=1 1M M ™

-1

[Info]
=============s=s=ssR i hgssssssssssssssssss=s=sss=ssssss=ss==s====
IDE Channel EBSSID S5ID
1 1 00-1d-60-95-3d-e0 asus
2 1 00-1d-0f-85-8f-74 wepdlhas
K] 1 O0-0Ob—c0-03-06-2d ap wapi
4 1 E0-11-22-33-44-02 HED 123
) & o0-z21-27-Za-ca-dd mogs
& ) 00-1s-70-35-Kh9-30 SCLAUArt Wrv_Open
7 ) 00-1s-70-35-h9-31 SCLaUArt wrv_wep
=] ) 00-1s-70-35-h9-32 Stauart wrv_weplZs
= & 00-1f-33-bhe-Za-cZ NETGEAR-Z.4-G
10 & 00-0f-3d-258-9e-ff MCE3
11 6 00-14-dl-c3-5c-hbd hanijp
1z 11 00-1e-55-a3-01-a2 ab]
13 11 00-1b-Zf-56-df-5e 12345
14 11 00-1b-2f-56-0d-50 NETGELR
15 11 05-10-74-0a-df-46 whzZ
» Example 2

Request is to connect to the target network which the first group of parameters set.
Create the following order according to the parameters (the part of blue).

25 55 00 03 be WFRER] £c 00 00 OO0 00 OO0 OO

Return the message of successful connection,

aa Oc 00 1o 92
74

61 75 61 72

o0 oo oo oo oo oo

The explanation content is,
Connect successfully
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Channed 5
BSSID: 00-1a-70-35-b9-32
SSID: stauart_wrv_wepl28

4.5.2.The Example of Parameters Setting

» Example 1
Request is to set the first group of network parameters as follow:
BSSID: 00-la-70-35-b9-32
Channel 5
SSID: stauart_wrv_wepl28
Encryption type WEP
Privacy key 128 bits choose the second group of privacy keys, the keys are
0x30,0x30, 0x30,0x30, 0x30,0x30, 0x30,0x30, 0x30,0x30, 0x30,0x30,0x30

Create the following order according to the parameters (the part of blue).

01 0O
75 6
oo ao oo
01 05 < Ocd

4.5.3.The example of sending data

» Example 1

Request is to send the following data to WLAN module with send /response mode:
This is a test text with ack.

Create the following data frame according to the request.

aa 9d 00 le £d4d 54 &5 69 73 20 62 73 Z0 61 Z0 74
65 73 74 Z0 74 a5 Y5 T4 20 VW 69 74 65 Z0 61 63
gl 2 6e 00 00 OO a0 00 oo

> Example 2
Request is to send the following data to WLAN module with continuous sending:.
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This is a test text without ack.
Create the following data frame according to the request.

aa 1lc 00 20 35 54 68 62 73 20 62 73 Z0 o1 Z0 74
63 Y3 V4 Z0 V4 65 Y8 V4 Z0 VYV 69 T4 63 of TS T4
£0 61 63 6h £e 00 OO0 00 OO Q0O 0O

4.5.4.CRC-8 Algorithm Reference Implementation

INT8U __ crc8_tbl[256]=
{

0x00,0x91,0xe3,0x72,0x07,0x96,0xe4,0x75,
0x0e,0x9f,0xed,0x7¢,0x09,0x98,0xea,0x7b,
0x1c,0x8d,0xff,0x6e,0x1b,0x8a,0xf8,0x69,
0x12,0x83,0xf1,0x60,0x15,0x84,0xf6,0x67,
0x38,0xa9,0xdb,0x4a,0x3f,0xae,0xdc,0x4d,
0x36,0xa7,0xd5,0x44,0x31,0xa0,0xd2,0x43,
0x24,0xb5,0xc7,0x56,0x23,0xb2,0xc0,0x51,
0x2a,0xbb,0xc9,0x58,0x2d,0xbc,0xce,0x5f,
0x70,0xe1,0x93,0x02,0x77,0xe6,0x94,0x05,
0x7e,0xef,0x9d,0x0c,0x79,0xe8,0x9a,0x0b,
0x6¢,0xfd,0x8f,0x1e,0x6b,0xfa,0x88,0x19,
0x62,0xf3,0x81,0x10,0x65,0xf4,0x86,0x17,
0x48,0xd9,0xab,0x3a,0x4f,0xde,0xac,0x3d,
0x46,0xd7,0xa5,0x34,0x41,0xd0,0xa2,0x33,
0x54,0xc5,0xb7,0x26,0x53,0xc2,0xb0,0x21,
0x5a,0xch,0xb9,0x28,0x5d,0xcc,0xbe,0x2f,
0xe0,0x71,0x03,0x92,0xe7,0x76,0x04,0x95,
Oxee,0x7f,0x0d,0x9c,0xe9,0x78,0x0a,0x9b,
Oxfc,0x6d,0x1f,0x8e,0xfb,0x6a,0x18,0x89,
0xf2,0x63,0x11,0x80,0xf5,0x64,0x16,0x87,
0xd8,0x49,0x3b,0xaa,0xdf,0x4e,0x3c,0xad,
0xd6,0x47,0x35,0xa4,0xd1,0x40,0x32,0xa3,
0xc4,0x55,0x27,0xb6,0xc3,0x52,0x20,0xb1,
0Oxca,0x5b,0x29,0xb8,0xcd,0x5¢,0x2e,0xbf,
0x90,0x01,0x73,0xe2,0x97,0x06,0x74,0xe5,
0x9e,0x0f,0x7d,0xec,0x99,0x08,0x7a,0xeb,
0x8c,0x1d,0x6f,0xfe,0x8b,0x1a,0x68,0xf9,
0x82,0x13,0x61,0xf0,0x85,0x14,0x66,0xf7,
0xa8,0x39,0x4b,0xda,0xaf,0x3e,0x4c,0xdd,
0xa6,0x37,0x45,0xd4,0xal,0x30,0x42,0xd3,
0xb4,0x25,0x57,0xc6,0xb3,0x22,0x50,0xc1,
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};

Oxba,0x2b,0x59,0xc8,0xbd,0x2c,0x5e,0xcf

INT32S ChkCrc8(INT8U *ptr, INT32U len)

{

INT8U crc8,data;
crc8=0;
while(len--1=0)
{
data = *ptr++;
crc8=__ crc8_tbl[crc8”data];
}
if(crc8==0x00)
return O;
else
return -1;

INT8U GetCrc8(INT8U *ptr, INT32U len)

{

INT8U crc8,data;
crc8=0;
while(len--1=0)
{
data = *ptr++;
crc8=__ crc8_tbl[crc8”data];

}

return crc8;

4.6. M odification Note of Serial Protocol

» Version 1.3 modifies as follow based on version 1.0

The most length of LENGTH field in data format definition of UART serial
protocol modifies to 1400;

1.

2\

3.

Data format definition of user serial protocol is increased TCP failed sending
message;

The definition of the IDX parameter which is the staonnection order is
modified to the index number of network parameters group;
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parameter setting order/parameter inquiry order/parameter inquiry message of user
serial protocol is increased PB field;

Parameter ID value M field expresses in parameter setting order/parameter inquiry
order/parameter inquiry message of user serial protocol is afresh defined.

The initialization completion message of user serial protocol is increased the
definition of TYP, V and INFO field,;

Version 1.4 modifies as follow based on version 1.3

Data format definition of user serial protocol is increased TCP connection
order/status message;

System parameter setting is increased the TcpServerMode parameter;

Version 1.5 modifies as follow based on version 1.4

Network parameters configuration is increased the subnet mask and subnet gate
parameters;

The length of the wireless privacy key in network parameter is changed to 54
bytes from 64 bytes.

Beginning from Version 1.53, IDX parameter in the message of scanning network
result is modified to the denotation of network signal intension.
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